N 4B [™es]> NI

& O M wiep

Ao sl 544 23580 Sy i - AU e G iy
Av s Peie)

QM EART T NN . LR LN 0) s
PR
RS-

Bnagpnmmnp BakauuneHko 3
TexHN4YeCKnnm KOHCYNbTaHT, RSA

RSA |

© Copyright 2012 EMC Corporation. All rights reserved.




Knaccnyeckme SIEM cuctemsl

e Knaccmnyeckme SIEM cuctembl obecneuymBatloT:
— OT4eTbl MO aKTUBHOCTU, CBSI3@HHOW C YCTPOMCTBAMU U NMPUNOXKEHUAMU

- Koppenaunio, T.e. yBeAOMJIEHUS 06 yXe M3BECTHbIX
nocsieaoBaTe/IbHOCTAX CObbITUN

— Jloka3aTenbCTBa COOTBETCTBUSA TPeOOBAHUAM AN BHELIHUX U
BHYTPEHHUX ayANTOPOB

- L|,e6HTpaJJVIBOBaHHoe npeAcTaBfieHne Ans pa3IMyHbIX NCTOYHMKOB
cobbITU

OaHako, cerogHs. ..

Yrpo3bl U30LWPEHHbI, Mano3amMeTHbl 1 AUHAMUYHbI
Hanbornee onacHble aTakm He ObiNy N3BECTHLI paHee, T.€. YHUKalbHbI

3H0yMbILIJJ'IeHHVIKI/I Yalle BCero He OCTaBJIAT CJ1€AO0B B J10lMax

RSA EMC
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TpaaAnUMOHHbIE CpeacTBa
3alLNTbl MANoO3IxPPEKTUBHbI

)

999% B3/10MOB NPUBOANIN K PaccnepoBaHune 85%
KOMMNpPOMEHTaUuUn AaHHbIX B B3/IOMOB 3aHMMaNo
TeyeHune “gHen” nnn MeHblue Hepenun n 6onee

n 85% npusoannun K
NOXULLEHUNIO AAHHbIX

McTouHuk: Verizon 2012 Data Breach Investigations Report

RSA
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HoBble TpeboBaHUsA K
cucreMmaMm MoHUTopuHra b

Bnsyanusauus OnepaTuBHaH

6e3 orpaHnyeHnm aHaUTUKE
AHanuns Bcero, “AHaMN3 U
4YTO NPOUCXOOUT B paccnenoBaHume
MHdpacTpyKkType” NOTEeHUManbHbIX Yrpo3 B
pexume 6/IM3KOM K
peanbHOMY BpeMeHUn"”

“NHTennekTyanbHble MacwTtabupyemocTb
AaHHble 06 yrposax”

“XpaHeHue n aHanms Kak
onepaTUBHbIX Tak U
AONITOBPEMEHHbIX AAaHHHbIX”

RSA EMC
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Y10 Takoe Security Analytics?

* YHUdunympoBaHHasa niatdopmMa HOBOro NOKONEHUSA ANS:

— MoHWUTOpMHra 6e30nacHoOCTH  —

\emi[%in £/
nowleagesty 17>

e L Y
o

— PaccnepoBaHuUs MHUMOEHTOB

— OTYEeTHOCTM O COOTBETCTBUM

Theast Managerert

TpeboBaHNAM

e O6beanHsaeT TpaaAnuMoHHbIe cpeactea SIEM u

MOHUTOPUHIa ceTeBon 6e30MNacHOCTU C  TEeXHOJIOMMSMU

06paboTkn n aHanmisa bonbwunx [JaHHbIX

« RSA Security Analytics HoBbIM noaxoa K 6opbbe c
Yrpo3aMun NOBbILLEHHOMN CTOXHOCTU

RSA
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Apxutektypa RSA Security Analytics

DECODER —> CONCENTRATOR—>BROKER

ce ce 2
Enrichment Data  Mllogs M Packets ﬁb\f' \NTEG RAT’OA/
EUROPE \f(j‘\ 6710

Q

& e

o ol
NORTH AMERICA
e €, p—"
a_.e}t ,,,,,,,,,,,,,,

ASIA

Compliance

DISTRIBUTED COLLECTION

c—e
¢ e

LONG TERM

LIVE INTELLIGENCE

Threat Intelligence - Rules - Parsers - Alerts - Feeds - Apps - Directory Services - Reports and Custom Actions

RSA
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MHMpacTpyKkTypa cb6opa AaHHbIX

DECODER —> CONCENTRATOR—>BROKER

EanHasa nnatdpopma anga céopa u

L (]
Enrichment Data M Logs .PEcke aHaﬂM3a OrpOMHOrO KO”ML’IeCTBa
FUROPE MHpOopMaLMUM O CeTeBOM Tpaduke
&= — B}t_ 1 KYpHanoB CObbITU
=€ e OT/INYHO 3apEeKOMEH0BaBLLAS
e cebs !4Hc|3paCpr|<Typa RSA
e .= NetWitness NextGen

Er — e}t—* . PacnpeneneHHas

MaclwTabupyemasa apxutekTypa

ASIA

DISTRIBUTED COLLECTION

« “KonnekTnBHbIN pa3zyM” ans
aHanmM3sa yrpos

RSA EMC
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MHTerpVIpOBaHHbIe MHTENNEKTYaJIbHbIE

NaHHble 06 yrpo3ax
Kak y3HaTb Ha 4YTO cfieayeTt obpawaTtb BHUMMaHue?

Arperauua u N
KOHcCoOMMaaums ABTOMaTnyeckune

-
C6op nHpopmaumm ob Hanbonee 3HaYMMoOmn obHOBNEHUS
MHTENNEKTYAaJ/IbHbIX nHdopMaummn ob KOppenAaLunoOHHbIX
yrpo3sax oT yrpo3ax u ee npasuJi, Napcepos,
coobuwectBa NBb & RSA 06BbeAUHEHNE C oT4yeToB, feed-oB,
FirstWatch NAHHbIMU YepHbl€ CIMNNCKHA

Wy
opraHusauum

m L I VE Threat Intelligence - Rules - Parsers - Alerts - Feeds - Apps
Directory Services - Reports and Custom Actions

[Mo3BOSIET BOCNO/1Ib30BaTbCA CTOPOHHMMU AAaHHbIMU 06 06Hapy>XEeHHbIX
yrpo3ax n NnpuMeHsTb UX ANs aHanmsa TeKYyLWmMX N NCTOPUYECKUX AaHHbIX

RSA
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RSA Security Analytics Warehouse

[lonrocpo4yHoe XpaHeHne N aHanms

- Warehouse, onTMMN3NpOBaHHbLIN
ANa XpaHeHuda gaHHbIX b

- XpaHeHune MeTaZlaHHbIX CeTEBbIX
NaKeToB W XYPHasoB CobbITUN,
“cbIpbIX” XXypHanos

- ApxutekTtypa Hadoop ans
MaKCUMaJZibHOW MMBKOCTU U
MacwTabupoBaHus

« CnoxxHasi o6paboTka cobbiTnmn

« “Google-noaobHbIN” TEKCTOBLIW
NONCK

« CooTBeTcTBME TpeboBaHUAM
perynsaTopoB No A0/rOCpPOYHOMY
XpaHeHuto

RSA EMC
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MolwlHasa aHanutunka Security Analytics

« BceCTOpOHHUW aHanms
MHPOPMaLMOHHON 6e30MacHOCTH
opraHmsaumm

e MOHUTOPUHI B peasibHOM BPEMEHU U
pa3BUTble CpeACcTBa pacc/iefoBaHUN

* UIHTYUTUBHO MOHATHbIE aHANUTUYECKUNE
cpencTBa

* lcnonb3oBaHMe bu3sHec-KOHTEKCTa npu
paccnenoBaHUsaX

« ABTOMaTM4yeckas reHepauus
pa3HO06pa3HbIX OTYETOB, BKJIHOYAS
OoT4YeTbl 3a 60/bLUNE MPOMEXYTKHU
BpEMEHMU

RSA
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YHUDPUUNPOBAHHbLIN UHTEPC

RSA Security Analytics

< Investigation

Descending

Ever ¥ Administration -

@ Un

BB Dashboard

B8 Dashboard

& ChangeDevice > . Stas > > T Decoder vM

() Navigate

>

Reporter Define

B Devices

Schedule < View

Decoder VM

Alerts Stat (i

08PS
1382520

Gapture Rate
Total Captured

-_-— Total Dropped o
op Alerlly

Begin Tme

2011-Feb-03 08:08:05

End Time 2011-Feb-05 13:40:30

Sysadnf

Device System Info
cPU 0% cPU
7768
7868

Systom Memory Systom Memory

Total Memory TotalMemory

Processs Memory 151 1B

Max Process Memory 78GB

Uptime 5 days 19 hours 35 minutes 13| Uptime

Status Ready Stats

Running Since 2012-Juk25 07:15:24 Running Since

Current Time 2012-Juk31 02:50:37 Current Time

Appliance System Info

Processs Memory

Max Process Memory

i @
77GB =

=
7808

sda
s2MB

7868

5 days 19 hours 35 minutes
12 seconds

Ready
2012:Jub25 07:1525
2012-Juk31 0250:37

Physical Drives

Chart Stats Tray

‘Search: | Packet x
Stats

Assembler Packet o
Stat Namasassomblor packet byt
Pt aaeoterstatsomblo: acketbytos

Assemblor Packet Pag
‘Stat Namezassemblor packet pages
Pathi/decoder/stats/assemblerpacket pages

Assembler Rate Packet (current)
Stat Namezassomblor packetrato
Pathi/decoder/stats/assembler.packet rate

Assemblor Rate Packet (maximum)
Stat

Port Scan Activil
Gauges - Page 1 of 2

#© cru

Memory Process

Logon F

#©  Memory Process Max

# ©  Assembler Packet Bytes

#0 L-1+]

A+

#

Pathi/decoder/stats/assembler.packetrate.max

Assembler Packets
‘Stat Namezassomblor packets

of 100,
‘Capture Packets Droppad

Averag. ..

Capturo Packet Average Sizo
captur
Pl dousie st e gz

Gapturo Packets Droppod
Stat Namezcapture.dropped
Pt ecsde e/ capine dropped

Capture Packets Porcent Dropped (current)
Stat Namezcapture.dropped. percent
percent

Timeline Charts - Page 1 of 1
PR

Device Cl

Memory Pracess

| =

Concentry

T
10:45 pm

Memory Process Max

Device C

T T
10:48 pm 1048

i

windows hod

T
10:48 pm

logs (99) un|

T T
10:48 pm 1048
o

T T
1645 om 1648 om

T
1048

Historical Timeline Charts

TCP Destination Port (20 of 20+ values)

80 (http) (7,161) - 25 (smitp) (3,733) - 443 (https) (1,529) - 139 (netbios-ssn) (405) - 2869 (221) - 6346 (gnuetella) (183) - B1 (137) - 3211 (110) - 1863 (msn im) (36) - 110 (pop3) (31) - 21 (ftp) (20) - 2022 (19) - 22 (ssh) (17) - 8080 (16) - 6347 (15) - 5222 (14) - 995 (pop3s) (14)

© Copyright 2012 EMC Corporation. All rights reserved.

Gapture Packets Porcent Dropped (maximurm)
Stat Namezcapture.dropped. percent max
Pathi/docoder/stats/capture.dropped.percent max

Capture Packets Filtered
Stat Namezcapture.fitorod
Pathi/decoder/stats/capture.fitered

Gapture Packets Kept
Stat Name:capture kept
Pathi/docodar/stats/captur kapt

| Page [1

of3| P M|

enc

RSA "Security Analytics

~ Slice

— Slice

= Slice

RSA ‘Security Analytics

RSA "Security Analytics

tial

http

jdden

Stats 1 - 12 of 26

‘Send Us Feedback  1.0.1.0

‘Send Us Feedback

1010

Send Us Feedback

<i

>

m

10.1.0
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AHanns BpenoHocHoro 'O B RSA Security
Analytics
6e3AV|3@dﬂ®thf3®(EaHMﬁm6¢dﬂ'vHaEEyplo BCEM npoTokonaM, BK/Yas

BCE “ncnonHsaemoe” coaepxmmoe.

e3apaeT COTHM BOMPOCOB O NosiBIeHUM pana B CETU U

NextGen COOTBETCTBYIOLUX CETEBbIX CECCUAX
eHanpumep: CrtpaHa cosgaHusa, Bpems cospaHua, pasmep
coaep>XMMoro
CraTnyeckuimm aHanms eJavaScript / Obfuscation, PDF Executable, Alerts present,
danna *Size, Meta Tags, Cleaned, Packed, Obfuscated, u 1.4.

eAHanNn3 MHpopMaLUUU U3 BHELUHNX UCTOYHUKOB -

Communlty MHPOPMALIMOHHbIX U penyTauuoOHHbIX MapTHEPOB.

Sandbox eAHanus noBeaeHusn ¢aisoB B 3aliMLIEHHON BUPTyasibHOW cpeae
eMoO)KeT MCNOoJIb30BaTbCA KaK JIOKAJIbHO, TaK U Kak SaaS noagnucka

RSA
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ABTOMAaTUYECKNIN CKOPUHT BpeaoHocHoro O

<« Backto Summary

Static v MNextGen Community

(FT—
(T

Sandbox

[
(T

M

RSA "Security Analytics

Actions ~ 4% Page Options

Date Archived Event Time @ #Fili Source Address  Identity Destination Addre Destination Country  Alias Host
2013-03-20T02:54:07 2013-03-12T2212:45 a 128.164.75.230 62.183.68.110 RU uim.ru
2013-03-19T18:20:24 2013-03-12721:22:20 @ 1 128.164.79.187 60.28.196.84 CN im.xiaonei.com
2013-03-19T21:44:29 2013-03-12T21:40:15 1 12B.164.61.161 209.133.74.38 us

2013-03-19T18:38:54 2013-03-12721:25:38 3 161.253.35.203 209.85.133.176 us

2013-03-20T02:56:58 2013-03-12T22:1313 1 128.164.102.79 209.85.133.176 us

2013-03-20T02: ! on wari RSA 'Security Analytics

2013-03-20T02:5

& Actions -

2013-03-20T07:

Ana|ysi5 Results for Event 2412 File Count MextGen Score StaticScore  Community Score  Sandbox Score
Scanned device Concentrator 1 1 24.88 99.67 n/a n/a

Archived at Mon, 18 Mar 2013 10:51:48 GMT

2013-03-15T18:

2013-03-15T18:

Event Type NextGen

2013-03-19T21:5
Top Indicators of Compromise

2013-03-19T22:

° Static (PE) - DOS Header: DOS Bootloader Contains Garbled DOS Banner
DOS Banner: Brought to you by EMX / ISTANBUL made

2013-03-15T22:1]

@ static (PE) - Meta: Version Information has Abnormal Company Info (Based on Copyright)
File: keygen.exe, type: IMAGE_FILE_MACHINE_I386, size: 53760, pe size: 53760, mds: e2fd4009fa1a6bf3ebrad86a0cc89ea3, shal:
e0b27ffdb2a42efh598ef543863d371dff4d544d

Static (PE) - Packers: Packed with UPX Packer
Packer Name: UPX 2.90-2 [LZMA], Signature: 60 BE 7777 77 77 8D BE 72 777777 57 83 CD FFEB 10 90 80 90 30 90 30 8A 06 46 88 07 47 01 DB 7507 8B 1E 83

2013-03-19T23:(

2013-03-20T00:

EEFC11DB72EDBE01 00000001 DBE7507 8B 1EBZEEFC11 DB 11 CO01 DB

MO O 3 0 0 0 @03 0O0O0OoO0Ooo a|@

| Page [1 |of87 | b | O

25w

= static (PE) - Packers: Packed with UPX Packer
Section Name: UPX1, virtual size: d00O, virtual address: 11000, raw size: c200, raw address: 400, reloc address: 0, line numbers: 0, characteristics:
IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_EXECUTE, IMAGE_SCN_MEM_READ, IMAGE_SCN_MEM_WRITE

Static (PE) - File Size: Abnormally Small in Size (<100k)
File: keygen.exe, type: IMAGE_FILE_MACHINE_I386, size: 53760, pe size: 53760, mdS: e2fd4009fa1abbf3ebcadBbalccB9ea3, shal:
e0b27ffdb2ad2efh598ef543863d371dff4d544d

NextGen - Web Anomaly: Web Based Event with NULL Alias Host
Destination IP: 85.17.52 47, Protocal: 2048, Port: 80, Service: 80, Alias:, TLD: com, Country: Netherlands

NextGen - Web Anomaly: Web Session with NULL User Agent
Destination IP: 85.17.52.47, Protocol: 2048, Port: 80, Service: 80, Alias:, TLD: com, Country: Netherlands

Static (PE) - Checksum: No Checksum Value
Checksum Value Setto: 0x0

G 06 606 ©

NextGen - Domain: alias.host does not Exist
Destination IP: 85.17.52.47, Protocal: 2048, Port: 80, Service: 80, Alias:, TLD: com, Country: Netherlands

99.87 NextGen Results

2% admin

© Copyright 2012 EMC Corporation. All rights reserved.

Event Ty

MNextG r M
NextG

MNextG
NextG
MNextG
MNexts

NextG

NextG

MNextG
MNextG
MNextG
NextG
MNexts
NextG .

'y
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Ilcnonb30BaHne bU3HeC-KOHTEeKCTa

IP Add Group Rating BU

198.100.1. Finance High Health Serv
0

198.51.100 HR High Health Serv

198.10.1.0 Purchase Medium Health Serv
192.10.0.0 Food & Low Hospitality

‘Security Analytics News 280

Introducing Security Annmm_-_ - J-_\\ E BeV
SR N o ACI: Asset Criticality Intelligence
& e B
! B
4g, oninotiop froied

9
& T
L.J - -

AIMS: Advanced Incident Management for Security

RSA Security Analytics RSA Archer

[aHHble 06 MHPopMaUnMoHHOM 6e3onacHOCTH [JaHHble 06 opraHusauuy 1 Nonb3oBaTensax

© Copyright 2012 EMC Corporation. All rights reserved. 14



0O630p Asset Criticality Intelligence (ACI)

( )

. NHdopmauumsa o6
Jeam =

RSA ACI 7P anpec
v'PENTUHI KPUTUYHOCTU
. UHdopmauuma UT BusHec-KOHTEKCT v [lenapTameHT
‘ v'Otgen
Yctpoictea / /\v
Tunbl ycTpoiicTa Bnageney yctponctsa
RSA Security
|
+ 7  =mmm KPUTUYHOCTb :
HasHauerme Ponu nonksoearenen P ¢ Analytics
. CMDB AenaptameHT Security Analysts
Tenepb MOXeT
CkaHepbl Busrec - npouecc Ncnonb3oBaThb
} NHopMaLuIo O
ys3BmocTen pecypcax 1 6usHec-

KOHTEKCT ANns fny4llero
aHanusa u
npropuTesaumm

20, (O
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Demo - RSA Security Analytics 10 - v8.2c08 Server: | security Analytics Clients v8.2c03 [=] server actions... (=] Time Left: &d 15h 57m

Investigation :: RSA Securi % § %

<« C' | B hiyrs://security_analytics/investigation/6/navigate/values P =

2" Tools and Status B Unified View :: RSA ... Investigation :: RSA ... Investigation : RSA .. [ Administration :: RS...

Investigation 88 Dashboard  (2) Navigate RSA "Security Analytics

E= Select Device

nw_concentrator >

= All Data 2013 ‘ g; ‘ 2232 All Data 2013 ‘ g} ‘ 14-19
B Total

_ 2 Show Chart

= Descending Y T Sal walsywl y _‘

Closed - Click te Cpen
Event Count

aﬁxv Threat Description
Closed - Click to Open

¥ Custom Dril
[ Export

{@}:v Threat Source
B aci

Closed - Click to Open

- Actions

@v Asset Business Unit (5 values)
payroll (5,534) - corporats (2,945) - finance (2,150) - research (968) - glabalit (738) il

4.y~ Asset Criticality (2 values)
medium (6,467) - high (2772)

)~ AssetFacility (2 values) ©

m

bedford (6,041) - reston (5,670)
\ _ y
<@y~ source [P Address (20 of 20+ values)
192.168.254 114 (10,288) - 192.168.254 111 (2 666) - 192.168.5.10 (5,150} - 192.168.254.115 (4,741) - 192.168.254.113 (4,739} - 10.10.36.30 (1,097) - 192.168.5.168 (516) - 10.10.36.100
(305) - 192.168.5.132 (248) - 46.56.3.101 (160) - 192.168.5.172 (128) - 192.168.5.145 (126) - 192.168.5.178 (114) - 192.168.5.180 (110) - 127.0.0.1 (48) - 80.80.208.193 (26) - 10.10.36.7 (26)
-10.10.36.6 (26) - 10.10.36.5 (26) - 10.10.36.4 (26) ... show more

Send Us Feedback 10.05.0

I% admin

RSA
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Advanced Incident Management for Security
(AIMS)

OboralyeHne aaHHbIX
‘ PasButbie Workflow

\
\ .. ; OruerHocT

o Ayaur

RSA Security Analytics RSA AIMS

Advanced Incident Management for Security

RSA

© Copyright 2012 EMC Corporation. All rights reserved.

17



RSA

Enterpnse Management Risk Management Management Policy Management Business Continuity Management Audit Management
Cueve)

Conpliance
"I My Open Incidents

Poiicy Center [l

*Incidents by Owner

incident Management Vendor

Trnreat Management

L R T il Search: Incident Manaodigle]
Enterprise Governance, Risk and Compliancd

SOX Comphance

Welcome, Alok Ojha

[ 5 et on [ D ek Sece | S O Foraren G

) Scale: Garears | 60 Scharar, Sieve | 2 M Sirctel Ehzabetn

3 ek Ly |

_*Incident Summary
[Ooen Incigents bv Prionitv -]

405 Cme | 1 S0 e

[Incidents Recorted bv Montn and Pri~]

Remediation Pians - | .. |ncident Close Rate - Incident Trends
Sxcepton i
Requests Davs to Cose {Last 3t

[4 0 ion]30 non [ @ Hocum

18037 BN Sechonc isoovary | 53647 B wwestgeton | 505" MM (No Seecoon) | 309 B Ugeson |

e Verecarng | b o [ 122 Tors e ot o | T Pt i |+ 0 T P 2
R L s :Emmw :='=§=;.- 1 . Tescon Plart s etz
“ Active Incidents, Ethics Violation Reports & Investigations =
[Most Recentlv Recorted Incicents  +|
Incident ID Date/Time Reported v Incident Summary Priority Status. Category Affected Business Unit
INC-455 10/23/2012 2:17 PM test incident 2 =_— New
INC-454 247 PM Test incident 1 - — New I
INC-453 10/23/2012 2:00 PM s\ New Fraud
ummary J—
2
“* Investigations Summary * “Investigations by Owner %
[Ooen ov 1
bl Investigation Owner Count of | jon Owner
=1 Analyst, Jos 1
x| Haviak, Scott X

RSA
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PesynbTaT

e YME@HbLUeHne PUCKA UHTENNEKTYAJIbHbIX LUeJIEBbIX
dTakK
— YMeHblUaeT BpeMs aHanm3a C AHEN A0 HECKONbKUX MUHYT
— YMeHblwaeT cBoboAHOE BpeEMS aTaKYOLWMX

* [logHMaeT 3PPeKTUBHOCTb MHPOPMALMOHHOM
6e30nacHOCTU Ha HOBbIN YPOBEHb

— Hasblkn nogpasaeneHnn Nb yesennumBaroTCcH 3a cyer
MCNOJIb30BAHUNA UHTENNIeKTYalbHbIX AaHHbIX

- MHdopMaLumsa XpaHUTCA LLEHTPasIM30BaHHO U
paccnenoBaHUs NMPOBOAATCA 3HAUNTENbHO BbICTpeE.

* [IlpuMeHseT 6onee rmMbkyo moaenb yrnpaBneHus
6e30nacHOCTbIO HA OCHOBE aHasin3a PUCKOB

RSA
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YTO Mbl NOCTaBNSEeM

 EanHas annapaTHas
nnatopMa ang scex

KOMMNoHeHT: Decoder,
Concentrator, Broker

« Decoder n Concentrator
ncnonb3yoT Nnb6o SAN nnbo

Direct Attached Capacity (DAC)

¢ TexHMYecKne xapakTepPUCTUKMU:

RSA

96GB DDR3 RAM
Dual Hex Core Processors

Supports FC and SAS _— I
Storage ‘ ——ER .

3 X 1Gbps Input (1
management)

optional 10G interface

© Copyright 2012 EMC Corporation. All rights reserved. 22



XpaHeHune aaHHbliX B RSA Security Analytics

!

- Direct Attached Capacity (DAC)
— lNogknouyeHne yepes SAS
— Bblcokasa emkocTb 32TB
(ansa Decoder)

— Bblcokaa npounssoanTenbHOCTb 17.4
TB (ans Concentrator)

- SAN
— [MoakntoyeHune yepas Fiber Channel

— BbICOKOEMKOCTHbIE U
BbICOKOMNPOU3BOAUTESNbHbIE
KOHUrypaumm

— OT46TB o 1.5 PB (XXL) obwen
€MKOCTH

RSA

© Copyright 2012 EMC Corporation. All rights reserved. 23




BapunaHTbl nnatpopmMbl Security Analytics

5 DACs

Usage: 3-node Usage: inal Usage:
Enterprise Monitoring ( Warehouse Remote Office Single Small Enterprise
SOCOperations Small Security Team 1 DAC Distributed MSSP

(
(
(

Decoder
Hybrid

(

= All-In-One
el Ultra Performance ()
B 30TB
v Security
Analytics
Broker Server ——
Features: \-/
: 1U Form FaCtor: Features: r Features:
Dnstnbuted Visibfhty 10 Farm Fattor - 1U Form Factor
Modtg::iizgamty High Capacity 10TB Capacity 10TB Capacity
120TB i i
DAC & SAN Capacity DAC Capacity Available
Available
MakeTtbl: 2 Gbps MakeTtbl: 622 Mbps Maketbi: 310 Mbps
Jlorun: 30,000 eps Jlorn: 10,000 eps JNlorun: 7,500 eps

RSA EMC
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