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150 MMAAMOHOB MOAb3OBATEAEM MCAfee
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Virtualization

One Time Password
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Network Security
Cloud Security
Security Management
Endpoint Security
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McAfee Security Connected

BE3SOMNACHOCTb CETU BE3OMACHOCTb CTAHLIUIA

BE3OMNACHOCTb AAHHbIX
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High Assurance Firewall
Network Infrusion Prevention
Network Access Control
Network Behavior Analysis

Email Security

Web Security

Data Loss Prevention
Encryption

|dentity & Access Mgmt

APl and Web Services Security
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Security Operations Mgmt
Policy Auditing & Mgmt
Vulnerability Management
Risk Management
Compliance Management
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Malware Protection

Device Encryption
Application Whitelisting
Desktop Firewall

Device Control

Email Protection

Network Access Control
Endpoint Web Protection
Host Intrusion Protection
Mobile Device Management

Server & Database Protection

Hardware Assisted Security
Smartphone and Tablet

Virtual Machine and VDI
Embedded Device Protection

L 4

(@ Security Innovation Alliance
(® McAfee Connected
(® Global Strategic Alliance
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System Security
Network IPS

Email Security

Web Security

Data Loss Protection
Firewall

Mobile Data Protection

Network Access Conirol

Source: Gartner
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System Security @ ® Email Security
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Figure 1. Magic Quadrant for Security Information and Event Management

challengers leaders
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Vendor Overall Scores
[ | Pe3Y/\bTOT (CepeAM HQJ Rank Vendor : : Total Score
1 McAfee/NitroSecurity 73.7
201 2) : 2 Industrial Defender 714
. 3 RSA 66.9
—  Auaepcteo B Garther Magic 4 BWise 65.5
Quadrant 5 IBM 64.8
— Nel no otyety Pike Research 6 Agiliance 61.1
o . Ly 7 Wurldtech 60.7
Smart Grid Security” AAq 8 = 60.3
3ALLLATDBI SCADA 9 Oracle 60.1
10 SUBNET Solutions 56.9
11 SAP 56.4
12 AlienVault 54.6
13 Symantec 51.4
14 AlertEnterprise 50.8

(Source: Pike Research)
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TekyLLuee cocTtogHme SIEM © McAfee

Obew,aHus:
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MNoAAEPXKKA AQHHbBIX MO [TAQTCDOPMA AAS YNPABAEHME MOAAEPXKKOM U
6Ee30MNACHOCTH rFAYOOKOro COOTBETCTBMEM
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CKOPOCTbIO U
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CoOBPEMEHHbIE TPEDOBAHMS
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Koppeaaums
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MPOU3BOAMTEABHOCTb M MACLLITABUPYemocTs & McAfee

* BbiICOKOSi CKOPOCTb
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AOTOMM

AHAAM3 NMPUAOXKEHUM

[TOOM3BOAMTEABHbIN
KOAAEKTOP

McAfee Advanced Correlation Engine

McAfee Enterprise Security Manager
McAfee Enterprise Log Manager

McAfee Application McAfee Database
Data Monitor Event Monitor
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3ALLUMTA CETU HO OCHOBE

McAfee Network Security Platform @ McAfee

* McAfee Network Security Platform (IPS):
— MHCNeKTnpyeT BXOAIALLLMIA M MCXOAILLLMM TPAJOUK B PEAABHOM BPEMEHM
— OCTOHOBAMBAET BPEAOHOCHbIM MAUM HEXXEAQTEABHbBIM TPAJOMK
— Kareropupyert BCe MOTEHLUMAAbHbBIE YIPO3bl M COCTABAIET OTHETHI

— AHOAM3 QHOMOABHOM CETEBOM AKTMBHOCTM M MAEHTMAOMKALLMA OOT-CETEMN,
CETEBbIX YEPBEM, TPOFHOB, HEXEAATEABHOTO MPUKAQAHOTO TPAJOMKA M MNP.

YAQAEHHbIE LLeHTPAAbHbIM OCOUC
PABOTHUKM U
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e e B =
] =
eo° ==
82 : PerMoHaAbHbIM odomc E
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Cucrtema En —
NPEeAOTBPALLLEHMS YnpasagioLLme
BTOPXKEHMM i == ceppepsl
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IPS — MOAYAb MAQTGOOPMbI OE30MACHOCTH ®M§cﬁﬁﬁe’”’

IPS BcTpauBaeTcs Ha ypoBHe obwero APl B pewueHne McAfee SIEM

—_— ' Add Device Wizard ®
=Py

Select the type of device you want to install.

" Physical Display 5
e P e oo e e ™ McAfee Nitro IPS
& (5 ¥ Physical Display ™ McAfee Database Event Monitor
' McAfee Application Data Monitor
C B8 ¥ Local ESM / F ppl

B9  (Local ESM)
&g # ace-2600 43
=l ADM-1250 70
LD / DEM-3450 93
ED ELM-6000 26

McAfee Enterprise Log Manager

McAfee Advanced Correlation Engine

g eFo | ™ ePolicy Orchestrator
ED T ERC 56 [ M Network Security Manager (v7.1.2 or newer) ]
B 1PS-4245 63 ™ McAfee Vulnerability Manager
gl Mvm 220 -
g & o “% Distributed Enterprise Security Manager
o (NsM)

An upgrade is required in order to add disabled devices. Please contact

-
= w ga-1450 McaAfee for mare information.

et | cancel |
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Mcnoab3oBaHme McAfee IPS npm obpaboTtke

MHUMAEHTO B © McAfee

SIEM Bbi3bIBAET CeuUaAn3InpPoOBaHHbIe PyHKUUU IPS B OTBET HO MHLLUAEHTDI

Atobon onepatop SOC MOXeT 3amyCTmTb OTBETHoe AeuctBue u3 SIEM B OTBET HA
NOSBAEHME B CETU BPEAOHOCHOIO Y3AQ (3AMYyCK 3KCMAOMUTOB, 3AMYyCK BPEAOHOCOB,
OHOMOAbHBIM  TPAMOUK, MNAOxad penytauma B oOAake GTl). BpeAOHOCHbIM Y3eA
nepemeLLaeTCs B KAPAHTUH AMOO B YEPHbIM CMIMCOK HAMPIMYIo 13 SIEM

- -
(3]~ z e @ Name and Description EAngon T, —1 L::
— Connection
= " Indude Global Blacklist
Device Log

G (&5 7 Physical Display

T
Device Management 1P Address Duration Description Add
E S /7 tocsl ssm 10.75.30.31 Parmanant
W/ (Local ESM) 10,75.80,191 Permanent o]
E g spo 2,222 Parmanant
= 1rs 10,75.80.61 Parmanent
E @@ / Local Racalvar- ELM 1121 Parmanent
1
el m | Add N$M Blacklist Entry 3
E gty wsm @
12 address:  10.4,5.6
o (Nss)
=] U,'h 450

(@) “Stoup 15-18
@) Group 2A-2B debug(24-28)
() Group 3A-3B change for tray(]

Group 4A-4B VLAN interface(d
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[Tovemy umeHHoO McAfee PS¢

Figure 1. Magic Quadrant for Intrusion Prevention Systems

challengers leaders
McAfaa
Sourcafira
Cisco HP
z
5
i
= BM
U
=] Juniper Metworks
. Stanesoft .
] Corero Metwork Security
S NSFOCUS Information Techrology ~— Padware
Enterasys Networks
1 niche players visionaries

~——— completeness of vision ——p

Source: Gartner (July 2012

ANTEST

21

As of July 2072

McAfee Network Security
Platform {(NSP) M-3000 v6.1

Stability & Reliability
Excellent

Overall Protection
95%

Client Protection

S5%

NSS Labs

diy

Evasion
100%

Throughput
12,300 Mbps

Zerver Protection

91%

Type of Malware Number of Samples Detected Samples %

Total 113,646 105,803 93.10%
Prevalent Malware 11,072 10,371 93.67%
Backdoors 7,932 7,827 98.68%
Bots 2,329 2,317 99.48%
Rogue Software 1,683 1,659 98.57%
Trojan Horses 81,265 75,655 93.10%
Viruses 4,013 3,485 86.84%
Worms 5,352 4,489 83.88%

Figure 5: Zoo detection results

November 5, 2013
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CKAHHEP YA3BMMOCTEN — YOCTb NMAATCOOP MBI

6e30MNACHOCTM ®M§cﬁﬁﬁeﬁ

McAfee Vulnerability Manager scTpamnsaeTcs Ha yposHe APl B McAfee SIEM

—_— ' Add Device Wizard ®

- |
i
Eﬁ R l;} § Select the type of device you want to install.
' Physical Display 5
e P e oo e e ™ Mcafee Nitro IPS
& (5 ¥ Physical Display ™ McAfee Database Event Monitor
O ¢ Local ESM M McAfee Application Data Monitor

B9  (Local ESM)
&g # ace-2600 43
=l ADM-1250 70
B @ / DEM-345093

McAfee Enterprise Log Manager

ED ELM-8000 26 1 “% McAfee Advanced Correlation Engine
1 .
& erd ! % ePolicy Orchestrator
= W ERCS6 ™ Network Security Manager (v7.1.2 or newer)
1PS-4245 83
= [ M McAfee Vulnerability Manager ]
gl Mvm 220
7' Distributed Entarprise Security Manager
E gy nsMm
o (NsM)

An upgrade is required in order to add disabled devices. Please contact

-
= w ga-1450 McaAfee for mare information.

et | cancel |

McAfee Confidential—Internal Use Only



[AYyDOKAd MHTETPALMI C CKOHHEPOM

VA3BMMOCTEM © McAfee

An Intel Company

McAfee ESM MoXeT CKOHUPOBATb YCTPOUCTBA B CETU

— Oneparopbl SOC MOTYT BbI3bIBATb CKAHUPOBAHUE CNELMAOUNYHBIX Y3AOB HE
NOKMAQS KOHCOAM SIEM (Hanpumep, AAS OLLEHKM MOTMbITOK CETEBbLIX

BTOP>XEHMM). MHJpOPpMALMA OO OKTMBE U E€r0 YI3BUMOCTIX ABTOMATUHECKHU
AobaBasieTcsa B SIEM.
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Kak a10 paboTtaeT? © McAfee
|Nnmn a::l Description

2
View the progresz of zcans that have or are curently running for any engine, Clids the New Scan k'—
Co ot button to execite & new Quidk Scan for a spacdfied angine.
Device Log
[
Device Management Name Start Duration Status Wiew

Locsl ESM - #po

W Default Summary E HEMPTME

o EventSummay — "' L5 Source IPs — *'Q’ ~© SourcePorts 'Q
521,417 -100%) Event Drilldown »| 31,114 (3.35%) |Bound to: Evant Distrib... 581,417 (100%)
" Flov Drilidown »
Fila Solidifiad 291,263 &
Aszset Drilldown »

File Unsolidified _ 250,399

Update successful | 10,624

Summarize

Actions 4 Create nev watchlist
File Renamed l B8.162 WHOIS Lockup Append o watchlist
Regisby Key Write Denied | 6,152 Saarch ELM Create nev alarm
Fila Modified Updata | 4,164 View in aPO
File Deleted Update | 4,152 Export *| PO Tagging
Flla Creatad Updata l 4,12 - Dalate *| PerformpMVM Scan
= ] 14ark az revievad » ¢ T -

@ @ 5 peget OFY g 1@ @ 5 paget =P
"5 Event Distribution - | Destination 1P @ DestinationPorts
Bound tor Exe-.t Summary $81,417 (100%) |Bound to: Event Distnb., Naw Scan -

-+
- -
240,000 8 } Enter the nacaszzary critena for a naw scan. Dafaults will be k‘i
200,000 H ‘ used for the Scan Name, Templats, and Engine  they are
160,000 § 1 laft blank.
1zo,000 i
H ssf
60.000 :_: ‘ . 1P Addresz/Range:
B | \
40,000 ¢ | ‘ Scan Nama:
p | —l
c a——
Template; e
10/12 11/12 12/12 1/1z
10/01/2012 01/02/2013 Engine: =
00:00:00 00:00:00

e % bod imte—— B*] T 3 eeses
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SIEM

an

@

» _ | Assetvulnerability Dashboard | | FH 22 A & T M

i‘ I Tu'lzi!ﬁm‘lbernfﬂierahigl I ﬂwmm@
310,764 (35.12%) | Bound to: Asset IP Total Severity | |Bound to: Asset IP Total Severity

rrr

= Asset IP Total Severity

L]
17z.18.161.15 [ :i1075¢ -
172.18.161.28 97,924 [
172.18.162.67 94,892
172.18.161.11 44,069
172.18.161.3 39,270
172.18.161.192 38,030
172.18.162.22 30,894
172.18.161.51 23,239 Bound to: Asset IP Total Severity
[ 172 18 1681 A1 21 807 _— = Asset IP Addr... Asset Host Na... Vulnerability N... Vulnerability 5...
[ & @ P Pagen & E 172.18.161.16 | oracle-database CVE-MAP-NOMAT O
| {5 Asset Count by Service f, 172.18.161.16  oracle-database CVE-2005-1000 99
Bound to: Asset IP Total Severity 4 (400%) | | o 18.161.16  oracle-datsbase CVE-2011-0034 73
Database iy 172.18.161.16 | oracle-database CWE-2010-0867 | 74
HTTE/ Broscy 172.18.161.16 | oracle-database CWE-2012-4153 99
HTTES 172.18.161.16 | oracle-database| Bugtrag-279210 73
SMEB / CIFS 172.18.161.16 | oracle-database| CVE-2012-0113 | 54
172.18.161.16 | oracle-database| CWE-2012-0768 | 99
172.18.161.16 @ oracle-database CWE-2007-3862 94
172.18.161.16 | oracle-database| Bugtrag-264461 &5
26 November 5, 2013 McAfee Confidential—Internal Use Only
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SIEM 1 6e30NAaCHOCTb KOHEYHbIX TOYEK



APXMTEKTYPA BE30MNACHOCTH © McAfee

HOCKOABKO OObEAMHEHO BALLA CUCTEMA BE30MACHOCTUS

KAXAOE KAXABIN KAXAAS KOHCOAb  KAXABIA CEPBEP KAXKAASA OC U BA3A

PELLEHME ATEHT TPEBYET TPEBYET OC U AAHHBIX TPEBYET [LAE XE
WMMEET WMMEET OTAEABHOTO BA3Y AAHHbIX MOAAEPXKM, AKOAEM, KOHELL?
CBOETO CBOIO CEPBEPA MATYEM
ATEHTA KOHCOAb 28
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NAaTdbopma McAfee © McAfee

HAOCKOABKO OObEAMHEHO BALLA CUCTEMA OE30MNMACHOCTUS

McAfee ePO Server
(AV, DLP, NAC,
Encryption,

PA, Site Advisor)

EAUHbBIN EAMHAS
ATEHT KOHCOAb

McAfee Confidential—Internal Use Only
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ePolicy Orchestrator

Complete Management

* KoMaHAHbBIM LLEHTP

OT4ETHl M HOCTPAUBAEMBIE MAHEAMU

* PoAeBoe ynpaBAeHue
ABTOMOTU3ALLUS PABOHNX MPOLLECCOB

YNpOBAEHME MUAAMOHAMM KOHEYHbIX
TO4EeK

PacLumpenms

30

McAfee ePolicy Orchestrator (McAfee ePO)
YHUAOUUMPOBAHHOE YNPABAEHUNE MOAUTUKAMM U COBBITUIMM AAS 3ALLMTI
HO YPOBHE KOHEYHbIX TO4YEK, AQHHbIX, CETH

*  [1OAHQOS BUAMMOCTb
*  OTKPbITAS, PACLUMPIEMAL APXMTEKTYPA
*  AOKQ30HHA9 2d0dOEKTMBHOCTD

000 FTMchtee

SN P v d 1 B Yo L] A Qe

¥ | GY-Yotal infected Systems Gieaned Per Week

awa
..................
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W McAfee

An Intel Company
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Endpoint->SIEM->Endpoint @ McAfee

An Intel Company
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Bbl 3HaeTe, 4TO MPOUCXOAUT

Bbl TOHMMAeTe, YTO MPOUCXOAUT

BaLLle Bpemsa peakuum ropa3sao MEHbLLIE
BALLO peakumsa ropa3a0 ToHHee

BALLI nOTEepU MUHUMAAbBbHDI

BALLM 3aTpPATbI CYLLLECTBEHHO HUXE
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