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MOHUTOPUHT ceTeBON 6e30nacHOCTU

Network Visibility
& Security

63-

OF THE ORGANIZATIONS

IN OUR RESEARCH ARE

INFECTED WITH BOTS CHECK POINT
2013

T Perimeter End point
security security

CHECK POINT

SECURITY REPORT

2014

OF ORGANIZATIONS HAD AT LEAST ONE BOT

LESS THAN 10% OF ANTIVIRUS ENGINES
DETECTED UNKNOWN MALWARE

Gartner

Gartner last year stated that flow analysis
should be done 80% of the time and that
packet capture with probes should be done
20% of the time. Recommendations:

* Implement the use of advanced flow-based
data sources to allow better measurement of
the user experience.

* Implement flow-based monitoring technologies
extensively, and leverage probes where detail
is needed. Using a single platform for both
makes management easier

Gartner

Security Recommendation

After you have successfully deployed firewalls
and intrusion detection systems you should
consider Network Behavior Analysis (NBA) to
identify network events and behavior that are
undetectable using other techniques.



Technology Overview
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MOHUTOPUHT ceTeBbiX MOTOKOB M aHa/IM3 NoBeAEeHUs ceTel pa3paboTaHbl C Lenblo 3aKPbITUA
6peweii, ocTaBNEHHbIX TPAAULNOHHbIMU CUTHAaTYPHbIMU PELLEHUAMM, a TaKXKe AaNn
NOBbILWEHNA YPOBHA NPO3PayYHOCTU, BUAUMOCTU CETU



IPS vs. NBA (IDS vs. ADS)

IPS (Cucrema npeaoTepawieHus N BA (AHanu3 nosegeHusn cetn)

BTOP>KEHUM)

* [leTeKTMpoBaHMWe aTak OCHOBAHO Ha * [Hetextnposanue nsmeHeHuu
CUrHaTYPHOM aHanu3e NnakeTos noseAeHnA U NOAO3PUTENbHOTO

obmeHa AaHHbIMU

* (OcHOBaHa Ha aHanM3e NPUKIaAZHOro
e (OCHOBAaH Ha CTaTUCTUYECKOM

YPOBHA - L7
. 3 aHanuse IP
alMTa OT U3BECTHbIX YrPo3, YKe . APT
OOHapPYKEHHbIX N ONMUCAHHbIX [etextnposaHue -yrpos

(Advanced Persistent Threats), atak
Hy/1eBOro AHS...

* Het curHatyp

* AHanus LAN, WAN, nepumeTtpa,
AEeTEKTUPOBAHNE BHYTPEHHUX Yrpo3

e 3aBucuT oT 06pa3uoB B Hazax
AAHHbIX BEHA0pPA

e PaboTtaeT Ha ceTeBOM NepuUMeTpeE,
HeabPeKTUBHA ANA BHYTPEHHUX

yrpos
* He moseT paboTatb * JddekTnBEH ANA 3aWIMPPOBAHHOIO
3aWwndpoBaHHbIM TPAPUKOM Tpaduka
° MO)'KeT 6”OKMpOBaTb noplo3pl/|_ ® naCCMBUEH, TO{leO VIH(I)OpMaLI,MFI
TeNbHbIN TPaPUK ANA NeNCTBUN B CETU

Behavior Network

Signature
detection level

detection




= INvea

 AHanus noseaeHuA cetn , obHapyxeHne aHomanmim (NBA, NBAD, ADS)

Recommendation

After you have successfully deployed firewalls
and intrusion prevention systems with appropriate

processes for tuning, analysis and remediation, Research
you should consider NBA to identify network ID Number: G00208386
events and behavior that are undetectable -

usina other techniaues. Invea-Tech

Invea-Tech's FlowhMon solution analyzes v.5, NetFlow v.9 and IPFIX traffic. It includes the
appliance-based Flowhon collector, which processes flow data from routers or from optional

° Ga rtner n N BA Flowhon probes (exporters). A software plug-in can be added to the collectors and exporters to
deliver NBA functionality by providing statistical analysis and anomaly detection. For smalle

«NBA npeaoctaBaseT BbICLUMIKA YPOBEHb MPO3PaYHOCTU NOBEAEHUA BaLLEN CETH,
BbIMONHAA TO, YTO OXKMAA/IOCb OT CUTHATYPHbIX MexaHn3amos». [1on E. [poKTop,
BUUE-Npe3ngeHT KomnaHum Gartner

INVEA-TECH npu3HaHa Begywimm npomssoauTesiem cpeacts MOHUTOPUHIA
NOTOKOB M aHaNM3a NOBeAEHMA CceTn ANa Ntobbix noTpebutenen

AHanus NMosepeHunsa Cetn - cneayrowmm war B obecneueHnmn 6e3onacHoOCTH ceTeu



PeweHue FlowMon

* VIHHOBAUMOHHOE pelleHne ANa MOHUTOPUHIA CeTeN C
MCNOZIb30BaHUMem notokos |P

 Ha ocHoBe NetFlow v5/v9 n texHonoruu IPFIX

 CoaepXUT MHPOPMALIMIO O TOM, KTO C Kem obLlaeTcsa, Kak
[0/Ir0, NO KaKOMY NMPOTOKO/Y, Kakon obbem TpaduKa
nepeaaet u T.A.

e Jlyywee cooTHOLLUEHME LUeHa/Nnponu3BoAUTE/IbHOCTb B OTPACAM

* PeweHune ana ceten Bcex

pasmepos

3

-= FlowMon

~— Your network under control

* UcknwoyutenbHble

npevmyLLLecTsa asa notpebutens
e Bawa ceTb Nog, KoHTponem!



...0tTnen Ub/MeHeAaKMeHT...

* [pemmywecrtea gna otagenos Ub:
" obHapyXeHne BHYTPEHHUX N BHELUHUX aTaK, USMEHEHUN
noseeaeHunAa B Cetu
“ KOHTpPOJIb A0OCTYNAa Nno/sb3oBaTesien K UCTOYHUKAM AadHHbIX
“ CpaBHeHUEe NONNTUK 6e3onacHoOCTU B peaanon cetun
" oTcnexumBaHume  AOKa3aTe/1bCTBO MHUUAOEHTOB
" npegoTBpalleHue yTeyek MHPopMaLUM N3 KOMNAHUK
* [Mpeumywiectsa gna meHegXXMeHTa:
“ COKpaweHune agMUHUCTPATUBHDbIX N SKCMNJZTYaTaUMOHHbIX PacXoa0B

Ha CeTb
" CTAaTUCTUYECKME AaHHble 0 ceTu (Tabaunubl, Kpyrosbie Anarpammbi)
" Honee BbICOKAA 3PpPEeKTUBHOCTb PAabOTbl COTPYAHMKOB
0 MPOAKTUBHbIN NOAXOA: YEePHbIE CNUCKU, Besible CMUCKKU, MPOAKTUBHbIN
MOHUTOPUHT
o Beb, IM, paauno, Buaeo, p2p-cetu



Mpeumyuwecrea FlowMon

FlowMon: KomnnekcHoe pewieHune

Network On Demand Network/
- Security Packet Application
Monitoring Monitoring Capture Performance

& =

FlowMon APM
FlowMon Monitoring FlowMon ADS

Flow DDoS

Protection

FlowMon DDoS Defender

Center Recorder

2013 2014 2015

FlowMon Traffic




MOHUTOPUHT

 CeTeBOM TPAadUK U MOHUTOPUHT |
NPOU3BOAUTE/IBHOCTU CNEeAYIOLLETO
nokonenus (NetFlow/IPFIX) | G

= ObecneyeHune BngnmocTu- “rnasa” B ceteBom TpadpukKe

* JKOHOMMUSA BPEMEHU N CPEeACTB ANA CeTeBbIX
aJMUHUCTPATOPOB

" BbICTPbIXN MOUCK N YCTPAHEHMNE HEUCNPABHOCTEMN

= CyllecTBeHHOe COKpalleHWe ceTeBoro BHeApeHus,
3KCMyaTauMmM U ynpaBaeHYeCKMX Pacxod0B

Dutrmasen of TO

------




be30nacHoOCTb

* OTIMYMTENbHaA 0OCOHBEHHOCTb:
noseaeHus cetn (Network Behavior Analysis)

FlowMon ADS

* CeTteBas 6€30MacHOCTb, aHaNM3 NOBEAEHUA \* |
M AETEKTUPOBAHME aHOMAINM CAEAYIOLLErO NOKONEHUA

= ObHapyskeHue 1 npeaynpexaeHme ob aHomasibHOM
noseaeHunu

= OT14yeTbl NO aHOMANUAM U MOCTOAHHbIM yrpo3am NOBbILUEHHOM
CNTIOXKHOCTU

= ObHapyKeHune BTOPKEHMM N aTaK, HEBUAMMbIX
CTaHAAPTHbIMU CUTHATYPHbIMU MHCprmeHTaMM

The traffic not belonging to any internal network was 2013-08-24
1 B 112.90.18.105  LIANOMALY al«m(u«mm -ate spoofing). Transferred: 07:15:21

The tr: mmwmmmumm 2013-08-24

07:15:21

2 112913017 LIANOMALY

2.37 M, packets: 58 379,

The traffic not belonging to any internal network was o3 000

3 1211011217 LIANOMALY  detected (this may indicate spoofing). Transferred: oo o locahost
2.37 MiB, packets: 58 266. 5

] 308
4 W 183.61.138.105 L3ANOMALY ed ¥ spoofing). g-,ﬂ;nu




Which incidents does FlowMon ADS _

detect?

* Attacks (port scanning, dictionary attacks,
Denial of Service, Telnet protocol)

FlowMon ADS

 Anomalies in data traffic (DNS, multicast,
non-standard communication)

 Anomalies in device behavior (change of the long-term
behavior profile of a device)

 Unwanted applications (P2P networks, instant
messaging, anonymization services)

* Internal security issues (viruses, spyware, botnets)
e Email traffic (outgoing spam)

* Operational problems (delays, excessive load, the
reverse DNS records, broken updates)

10/1/2015 © INVEA-TECH 2014 13



User Perspective

* Traffic Recorder
= epexsaT Tpadpurka no TpebosaHuto (1G/10G/40G)

= KoHTponupyet Becb ceTeBon TpapuK OT YPOBHSA 2 A0
YPOBHA 7 (XxpaHuT TpadukK B danne PCAP)

= OcHoBaH Ha 3agaHHom punbTpe (IP, MAC, Vlan, ...)
= PacnpegeneHHas apxuTeKTypa 6es areHTa | -
= YcTpaHeHMe npobaem ¢ NOMOLLbIO CoAepHKaHUA NaKkeTa

FlowMon Traffic
Recorder

* Application Performance Monitoring
= Bbe3areHTCKUu MOHWUTOPUHT BCEX NPUNTOKEHUN

" M3mepeHune BpeMeHU OTKINKa U obLuei
NPOU3BOANTE/IbLHOCTH

* MMpepHasHayeH ana HTTP/HTTPS, MSSQL npuaoskeHui lowiin A%

* UHpekc APM- npon3BoAUTENbHOCTb NPUNONKEHWUN B BUAEe _—
LUMPPOBOro 3Ha4YEHUS

- npO6I'IEMbI BbIABAAKOTCA A0 nNoayvyeHuA yBe,EI,OMfIEHMﬁ oT
KOHEYHbIX N0/Ib30BaTENEN

* OnpeaeneHne NCTOYHUKOB yXyALleHUs A0CTYNHOCTU




DDoS attacks

e FlowMon DDos Defender f .

= OOHapyXeHne U cMAr4YeHne NocneacTBmif
BontomeTpumyeckmx DDoS aTtak (flow-based)

FlowMon DDoS Defender

" Mcnonb3oBaHMe NOTOKA AAHHbIX U3 noboro

NCTOYHMKa (poyTep, 30HA, ...)

= [lporHo3upoBaHMe obbema TpaduKa C MOMOLLbIO
ANHaMMYyecKknx 6a3oBbix MOKa3aTeneun

" YHuBepcasibHble CLUEHApPUKN pa3BepTbiBaHMA (NpocToTa B
YCTaHOBKe):

Out-of-band elimination
of DDoS attack :
Scrubbing Center

FlowMon DDoS Defender

(PBR, BGP)

Standalone




KomnoHeHTbl FlowMon

Oatymnkm FlowMon (3oHAabi)

" [laccMBHbIN UCTOYHUK AaHHbIX NetFlow

* Konnektopbl FlowMon &) vmware:
= NetFlow naHHbie, oTyeTbl, aHaNU3 .. Microsoft®
* FlowMon naaruHbl u yper'

= Mopaynun, pacwmpsatowme pyHKUMOHANbHOCTb — ADS
(aBTOMaTHYeECKoe AeTeKTMPOBaHWe, aHa M3 NoBeaeHus)

Network Visibility
= Traffic Monitoring "
NetFlow ’
Export o Q Network Security FlowMon Monitoring
' b Y

WM

/ ’ Anomaly Detection i
T

FlowMon
Collector \
Alerting, Reporting FlowMon ADS

Billing & Accounting

Troubleshooting
Network Optimization

LAN/WAN with FlowMon Probes
or NetFlow compatible devices



Pa3BepTbiBaHUE Ha KPYMHbIX

npeanpuUATUAX

 OpauH 30HA FlowMon ana KaxXaoro yyacTka,
LEHTPA/IbHbIN KONNTEKTOP

" [MaccMBHbIA MOHUTOPUHT, MPOCTOTA B YCTAHOBKE,
6e30MnacHOCTb

e O6nacTb MOHUTOPUHTA
= KnueHTbl - cepsepbl
= KnuneHtbl - WAN
= Cepsep - WAN

* Pe3ynbrathl
" Beb-nHTtepdpenc

= OnoseLeHUa no e-mail /|\ /o \
= SIEM (Syslog) [ [ s s

FlowMon

il
-




Cxembl cbopa noToKoB

- Probe on a SPAN port Probe on a TAP Flows from switch/router

Pros ¢ To4yHOCTb * Same as ,,on a SPAN“ e« Cpa3sy gocTtyneH
* [1pon3BoAUTENIbHOCTb * 3axBaT BCcex NaketoB * He TpebyeTtca
* Bugumoctb L2/L3/L4/L7 <PaspeneHne RXn TX  pgononHutenbHoro HW
* TpadukK Ha nHtepdencax

Cons * OrpaHu4yeHune no * lononHUTENbHOE * O6bI4HO HETOYHAA
MOLLIHOCTM HW BMAMMOCTb L3/L4
* HeT HOMepa * BanAHWe Ha
nHtepdeica NPOM3BOANTENBHOCTb
Facts e llogxoaunt ana * 2 nopTa * Bcerga TectupoBaTthb
6O/bLUMHCTBA KIMEHTOB ~ MOHUTOPUHIA nepea Ncnosb3oBaHUeM

* OrpaHnU4YeHHoOe KOoN-BO
SPAN nopTtos

Use * Enterprise networks * ISP uplinks, DCs * Branch offices (MPLS, ...)
Switch Router Router
| ) ﬁ
o Mirror port

FlowMon probe

FlowMon probe



TexHoNnornyeckoe nnaepcTeo

INVEA

* [MponsBoguTenbHOCTb & MmacwTabupyemocTb

" Wire-speed NetFlow 30HabI,
40l /100l 30HAbI

" MacwTabnpyemocTb KONNEKTOPa
no 250 000 noTokos/c Ha ycTpoiicTee

PacwunpeHHble BO3MOXHOCTH

= User identity awareness
= Multi-tenancy, RESTful API, BYOD, SaaS
* Buammoctb L7 (NBAR2), VolP, HTTP, Country, ...

- MOHVlTOleHI' npon3BoanUTENIbHOCTU CETU U
ceTeBbIX NMPUIOKEHNN

= Full packet capture (3anunc Tpaduka Ha L7)

© INVEA-TECH 2015



OT3bIBbI

«PeweHne FlowMon 6ykBanbHO OTKPbIJIO HAM Na3a Ha TpapuK B ceTu.
AVG [MpoCTON U AeTaNnbHbIM KOHTPOb NPeAO0CTaB/ieH ANA CUCTEMHbIX
aAMUHUCTPATOPOB U MeHeaKepoB. PeHTabenbHoCTb cocTaBmna 150%

3a 12 mecaueB.”

“FlowMon npeaynpexgaet Hac 0 BHYTPEHHUX Npobaemax u
I eXeZHEeBHbIX NOMbITKax BHELWHMX aTakK.”

“Ha ocHOBe OTCKaHUPOBAHHbIX M OLEHEHHbIX AAHHbIX HAM YA4aN0Ch
O 0bOHapYKUTb KOMNbIOTEPbLI C ONACHbIM NOBEAEHMEM B Hallen cucteme.”

VEOLIA “3T0 No3BonAeT Ham 0H6HapyXMBaATb M pearnpoBaTb HAa HEU3BECTHbIE
NN KOHKPETHbIE Yrpo3bl. YCTPOMCTBO SKOHOMUT BPEMSA HALLUUX CETEBbIX
aAMUHUNCTPATOPOB NMPU BbIABIEHNU U pelleHnn npobnem B ceTn.”

A
wr “C aBTOMaTU4YECKMM aHaNM30M NOBeAEHUA ,NPEeAO0CTaBAEHHbIM

IKONICA MINOLTA FlowMon ,mbl MMeem ceiyac No/siHbIN 0630p B peMme peanbHoro

BPpEMEHWN O HANa4eHNAX U npo6nelv\ax B HaLLEeW CeTU, " Mbl MOXKeEM

et SPPRKTHBHO QEBTL I



OT13bIBbI

Raiffeisen
BANK

Allianz @)

“Tenepb Mbl BbIMONHAEM 3aKOHOAATE/IbHbIE
TpeboBaHMA 6He30MacHOCTU A9 MOHUTOPUHTA
ceteBoro Tpadpuka.”

“FlowMon cTtan BaXKHOM 4aCTbtO KaK BHYTPEHHEM
b6e3onacHocTn ceTn,Tak 1 aHTnU-DDOS cTpatermnun. OH
asnaetca “rnaszamun” gna Hawen SIEM.”

“OnTMMmmn3sayma cTpyKTypbl TpadPumKa n obHapyKeHUA
OWMOBOK NOMOTIINM HAaM 3HAYUTE/IbHO CHU3UTb TPaDUK
B LAN n MPLS ceTax , 4To no3BONSAE€T SKOHOMUTb
KOMMaHWUK TbiCAYM €BPO KaxKablh mecsau,”

“Mbl yCKOPUAN U YNPOCTUAN YyNPaB/IEHNE HaLeN
CeTbI0. B KaXKAblh MOMEHT BPEMEHU Mbl 3HAEM, YTO
NPOUCXOAUNT B HaLLIEX CETU, N Mbl MOXKEM CPa3y
OTKNMKHYTbCA HAa KOHKPETHYIO CUTyauuto.”

© INVEA-TECH 2015



UcTtopuu ycnexa

Q upc

i - -Mobile-

© sanB
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SOLUTIOM

SEeE2NAM.C2

MeXayHapoaHble NnpoBanaepbl, onepaTopbl U AaTta-
LeHTpbl ncnonb3ytot FlowMon ans otcnexkmnsanumA
TpaduKa, oT4eToB, OUNINHIA , COOTBETCTBMA UM
cmaryeHmna DDOS B cetax go 100 réut/c

CucteMHble aAMUHUCTPATOPbI ManbiX, CPeAHUX U KPYMHbIX
npeanpuAaTu ncnonb3ytot FlowMon ans apdekTnBHOro
ynpaB/IEHNA CBOMMMU CETAMM

Oduuepbl 6e3onacHocTu nnm KomaHabl CSIRT/CERT
MOSIYYUIN UHCTPYMEHT, KOTOPbIM AONONHAET bpaHaMay3pbl
N aHTUBUPYCbI U NO3BONAET 0OHapPYXKMBATb COBPEMEHHbIE
npobnembl 6e30nacHOCTH

IT meHep kepbl n3mepaAtoT SLA u Bbirogbl oT 6bICTPOro
obHapykeHna npobaembl B cayvyae HanageHus nam
aHOManNUn TpaduKa. ITO NOIOKUTENBHO BAUAET HA
KauyecTBO M AOCTYNHOCTb NPeaoCTaBAAeMbIX YCAyr

© INVEA-TECH 2015



Jlerkoe Ha4vyano

e TectoBasa BMpTyanbHasa Bepcua FlowMon
e [JlocTynHOCTb Mo 3anpocy (tononorua cetu)

» J1érkas yCTaHOBKa, He OKa3blBaeT BAUSAHMUS Ha CETb,
MOMEHTa/IbHble pe3y/bTaTbl

* JlokanbHaA v yoanéHHasa noanepKKa

e CosBmectumocTb ¢ Netflow v5/v9, IPFIX (Cisco), NetStream
(Huawei), jFlow (Juniper), sFlow (HP)

* Bo3MmoOrKHOCTb 6becnsiaTHOro NMAoOTa

» Supported VMware ESXi 4.1 and higher
« Minimal storage requirements: 46GB

« Recommended assigned memory: 16GB
« Recommended assigned CPU cores: 4-8
* Recommended [OPS value: 1000 IOPS



FlowMon Dashboard

=

FlowMon Interface Demo



JiInueHsnpoBaHue 30HAOB

Cnucok mogeneun 3oHgoB FlowMon

Valid from 7th April 2015, rev. 4.0

AnnapaTtHble ycTpoucTBa

Monent LT ‘ MonuTopwmr nop | RAID | 4% ‘ CPU™ | RAM | Yaanewswin | Sopw. ‘ it | s
IFP-1000-CU FlowMon Probe 1000 1,48 mniH. nak./c | 1 x 10/100/1000 MbE - | 1x SATA 8 8GB Express 1U | 42x43,4x39,4 8,05
IFP-2000-CU FlowMon Probe 2000 1,48 mniH. mak./c | 2 x 10/100/1000 MbE - | 1 x SATA 8 8GB Express 1U | 4,2x43,4x39,4 8,05
IFP-4000-CU FlowMon Probe 4000 1,48 mnH. nak./c | 4 x 10/100/1000 MbE - | 1xSATA 8 8 GB Express 1U | 42x43,4x39,4 8,05
IFP-4000-SFP FlowMon Probe 4000 SFP 1,48 mnH. nak./c 4 x 1Gb Ethernet - | 1 x SATA 8 8GB Express 1U | 4,2x43,4x39,4 8,05
IFP-6000-SFP FlowMon Probe 6000 SFP 1,48 MnH. nak./c 6 x 1Gb Ethernet - | 1xSATA 8 8 GB Express 1U | 42x43,4x39,4 8,05
IFP-10000-SFP+ FlowMon Probe 10000 SFP+ 1,5 MrH. nak./c 1 x 10Gb Ethernet - | 1xSATA 8 8 GB Express 1U | 4,2x43,4x39,4 8,05
IFP-20000-SFP+ FlowMon Probe 20000 SFP+ 1,5 mMnH. nak./c 2 x 10Gb Ethernet - | 1xSATA 8 8 GB Express 1U | 42x43,4x39,4 8,05
IFP-40000-SFP+ FlowMon Probe 40000 SFP+ 5 MnH. nak./c 4 x 10Gb Ethernet | RAID1 | 2 x SATA 32 | 32 GB | Enterprise 1U | 4,3x43,4x64,2 19,9
IFP-10000PRO-SFP+ FlowMon Probe 10000 Pro SFP+ 14,8 MnH. nak./c 1 x 10Gb Ethernet | RAID1 | 2 x SATA 32 | 32GB | Enterprise 1U | 4,3x43,4x64,2 19,9
IFP-20000PRO-SFP+ FlowMon Probe 20000 Pro SFP+ 14,8 mnH. nak./c 2 x 10Gb Ethernet | RAID1 | 2 x SATA 32 | 32 GB | Enterprise 1U | 4,3x43,4x64,2 19,9
IFP-40000PRO-SFP+ FlowMon Probe 40000 Pro SFP+ 14,8 MnH. nak./c 4 x 10Gb Ethernet | RAID1 | 2 x SATA 32 | 32 GB | Enterprise 1U | 4,3x43,4x64,2 19,9
IFP-80000PRO-QSFP+ | FlowMon Probe 80000 Pro QSFP+ | 20 MIH-Takie | 2X 100D Elemet | oy | pxSATA - 32 32GB | Enterpise  1U | 4,3x434x73.2 19,8
IFP-100000PRO-CFP4 | FlowMon Probe 100000 Pro CFP4 | 148,8 mnH. nak./c 1 x 100Gb Ethernet | RAID1 | 2 x SATA TBA TBA | Enterprise 2U | 8,7x43,4x75,6 31,5

* CU — MefHbIn MHTepdeic MOHUTOpUHra. [lpyrve nHtepdeiicsl NpeaHa3Ha4eHbl Ans UCNOoNb30BaHUS TpaHCKBepa B COOTBETCTBUM C KOHTPONMPYEMOW CETbI0.
** Yyucno saaep npoueccopa ¢ nogaepxkon Hyper Threading..

Bepcusi Express yaaneHHOro KOHTpons BknoyaeT B cebs JOCTyn k kKOMaHAHOM CTpoke 1 Beb uHTepdheiic ans yaaneHHoro HabnogeHns 3a cocTosiHueM ycTponcTtea. Bepeua Enterprise yaaneHHoro
KOHTPOS BKMIOYAET, B TOM YWCIE, BbIAENEHHbIN CETEBOWN MHTEPMENC N BUPTyarbHYI KOHCOIb.

3oHg FlowMon IFP-80000-PRO-QSFP+ He nogaepxuBaeT kopnopaTtuBHoe pacwumpenune L7 Invea-Tech (HTTP i, ctatuctuky VolP v gpyryio uHcdopmaumio Ha ypoBHe L7) 1 NonHbIN 3axBaT NakeToB C
nomoubto FlowMon Traffic Recorder B 2 x 4016 unu 8 x 106 Ethernet pexvmax paboTsl. NMogaepxka aTux dyHKkum goctynHa B 1 x 406 nnm 4 x 106 Ethernet pexxwvmax paboTbl.

Bce mogenu annapaTtHbix 30HAOB FlowMon umelT BCTPOEHHbIW konnektop o6bemom 500 6.

BupTtyanbHble ycTpoucTBa

L LR O ] L L VMware ESXi PekomeHayemass koHdurypaumsa
Ha nopt MOHUTOPUHra
IFP-1000-VA FlowMon Probe 1000 VA no 0,3 MrH. nak./c 1 x 1Gb Ethernet 4.1 and higher 2 CPU cores, 4 GB RAM, min. 11 GB HDD
IFP-2000-VA FlowMon Probe 2000 VA 0o 0,3 MrH. nak./c 2 x 1Gb Ethernet 4.1 and higher 2 CPU cores, 4 GB RAM, min. 11 GB HDD
IFP-4000-VA FlowMon Probe 4000 VA no 0,3 MiH. nak./c 4 x 1Gb Ethernet 4.1 and higher 2 CPU cores, 4 GB RAM, min. 11 GB HDD
IFP-6000-VA FlowMon Probe 6000 VA no 0,3 MiH. nak./c 6 x 1Gb Ethernet 4.1 and higher 2 CPU cores, 4 GB RAM, min. 11 GB HDD
IFP-10000-VA FlowMon Probe 10000 VA no 0,7 MnH. nak./c 1 x 10Gb Ethernet 4.1 and higher 4 CPU cores, 8 GB RAM, min. 11 GB HDD
IFP-20000-VA FlowMon Probe 20000 VA no 0,7 MiH. nak./c 2 x 10Gb Ethernet 4.1 and higher 4 CPU cores, 8 GB RAM, min. 11 GB HDD

Mpou3BoANTENBHOCTL BUPTYarbHbLIX 30HAOB FlowMon 3aBUCUT OT BbIAENEHHbLIX PECYPCOB, OBLLE HAarpy3ku Ha CUCTEMY U Ccpefbl pa3BepTbiBaHUS.

INVEA-TECH a.s. U Vodarny 2965/2, Brno 616 00, Web: E-mail: Phone: +420 511 205 250
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JinueH3npoBaHUe KONNEKTOPOoB

Cnucok mogeneu konnekropoB FlowMon

Valid from 7th April 2015, rev. 4.0

AnnapaTtHble ycTponcTBa

s RAD | T | cou | Raw | VAo A
IFC-R5-1000 FlowMon Collector R5-1000 75 000 1TB | SW RAID5 | 3 x SATA Hot Swap 12 | 12GB Express 1U | 43x43,4x62,5 19,3
IFC-R5-2000 FlowMon Collector R5-2000 100 000 2TB | SW RAID5 | 3 x SATA Hot Swap 12 | 12GB Express 1U  4,3x43,4x625 19,3
IFC-R5-3000PRO FlowMon Collector R5-3000 Pro 150 000 3TB | HW RAID5 | 4 x SATA Hot Swap 24 | 32GB Enterprise 1U | 43x43,4x625 19,9
IFC-R5-6000PRO FlowMon Collector R5-6000 Pro 150 000 6 TB | HW RAID5 | 4 x SATA Hot Swap 24 | 32GB Enterprise 1U  4,3x43,4x625 19,9
IFC-R6-12000PRO | FlowMon Collector R6-12000 Pro 200 000 12 TB | HW RAID6 | 8 x SATA Hot Swap 24 | 64 GB Enterprise 2U | 8,7x43,4x64,6 28,2
IFC-R6-24000PRO FlowMon Collector R6-24000 Pro 200 000 24 TB | HW RAID6 | 8 x SATA Hot Swap 24 | 64 GB Enterprise 2U | 8,7x43,4x64,6 28,2

* MakcumManbHasi Mpou3BOAMTENBHOCTb (B MOTOKaxX/C) MOXET MEHSTLCSA B 3aBUCMMOCTMW OT HAaCTPOEK YCTPOWCTBA W YCTAHOBIEHHbIX NarMHoOB.
** Yucno sgep npoueccopa ¢ nogaepxkon Hyper Threading.

Bepcusi Express ymaneHHOro KOHTPOns BKIoYaeT B cebs AOCTYn K KOMaHAHOW CTpoke 1 Beb uHTepdenc Ans yaaneHHoro HabnogeHns 3a cCocTosiHMEM yCTponcTBa. Bepcus Enterprise yaaneHHoro
KOHTPOIS BKMIOYAET, B TOM YUCHE, BblAENIEHHbI CETEBOW MHTEPdENC 1 BUPTYaribHYHO KOHCOSb.

BupTyanbHble ycTponucTBa

Mopenb npou(:;;i%:;:;':““ O6bem ancka VMware ESXi MwuHuManbHas KoHdurypaums
IFC-500-VA FlowMon Collector 500 Virtual Appliance up to 75 000 0.5TB 4.1 v Bblwe 2 CPU cores, 4 GB RAM, 500 IOPS
IFC-1000-VA FlowMon Collector 1000 Virtual Appliance up to 75 000 1TB 4.1 v BblLe 2 CPU cores, 4 GB RAM, 500 IOPS
IFC-2000-VA FlowMon Collector 2000 Virtual Appliance up to 75 000 2TB 4.1 v BblWe 2 CPU cores, 4 GB RAM, 500 IOPS
IFC-3000-VA FlowMon Collector 3000 Virtual Appliance up to 150 000 3TB 4.1 n Bblle 4 CPU cores, 8 GB RAM, 1000 IOPS
IFC-6000-VA FlowMon Collector 6000 Virtual Appliance up to 150 000 6TB 4.1 v Bbiwe 4 CPU cores, 8 GB RAM, 1000 IOPS
IFC-12000-VA FlowMon Collector 12000 Virtual Appliance up to 200 000 12 TB 4.1 v BbllWe 8 CPU cores, 16 GB RAM, 2000 IOPS
IFC-24000-VA FlowMon Collector 24000 Virtual Appliance up to 200 000 24TB 4.1 v BblWe 8 CPU cores, 16 GB RAM, 2000 IOPS

* MakcumanbHasi NIPOM3BOAUTENBHOCTL (B NMOTOKaXxX/C) MOXET MEHSITbCSl B 3aBUCMMOCTU OT HAcTpoek YCTPOWCTBA W YCTaHOBMEHHbIX NnarMHoB. MakcumanbHas npou3BOAUTENbHOCTb MOXET ObiTb
AOCTUrHyTa 3a cHeT BblaeneHna 4OCTaTOYHOro KonnvecTtsa annapaTHbIX pecypcoB B COOTBETCTBUM C ONMCaHUEM annapaTHOro KOMmeKTopa BKIYaaA AO0CTAaTOYHYH NPOU3BOAMTENbHOCTL AUCKA.

KonnekTtopbl FlowMon B chopme BUPTYyarnbHbIX YCTPOMUCTB BKIHOYAOT NOpTa MOHUTOPWHIa, KOTOPbIE NMO3BOMSOT HANPSIMYO OTCNEXUBATL CETEBOM Tpaduk U reHepupoBaTb ctatucTuky NetFlow/IPFIX
Mogenu 1U/2U/Virtual Appliance:

o
5 vmware: (VS
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ADS for SMBs/Enterprises

ST e | stndard | business | Corporate

Pasmep cetn go 250 MK 1 000 MK 5000 MK 10 000 MK
[MpoussoauTenb- 1x100 1x1000 2x2000 3x3000
HOCTb, MOTOKOB/C

MNoppep»xka SIEM NO NO YES YES
(Syslog, SNMP)

Habop ¢dyHKUUM OrPaHUYEHHbIN  CTAHAAPTHbIN MNOJIHbIN NOJIHbIN
Moaynu ana 1 1 2 3
cbopa &

06paboTKK

AaHHbIX O MOTOKax

* MogpobHaa nHPopmaums o Bepcuun Enterprise
LleHbl No 3anpocy



ADS for ISPs/DCs/operators

[na nonocol 1réut/c 4Téut/c 10réeumt/c 40réut/c
NPOnycKaHusA

[NponssoauTens- 1 x 5000 2 x 5000 1 x 10000 2 x 10000
HOCTb,

NOTOKOB/C,

nocne B3aTuA

npob6

Noopeprkka [a [a [a [a
SIEM (Syslog,
SNMP)

Habop ¢yHKuUNM NOJIHbIN NOJIHbIN NO/IHbIN MNOJIHbIN

Mopagynun ana 1 2 1 2
cbopa &

06paboTKu

AaHHbIX O

NOTOKax

* lMoapobHaa nHpopmauma o sepcum ISP100 n yeHbl No 3anpocy
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