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| e Spain Detains 3 in PlayStation Cyberattacks

The Spanish police said on Friday that they had apprehended three
men suspected of computer hacking in connection with recent attacks
on Sony’s PlayStation Network as well as corporate and government
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[Mouemy npuknagHoe MNO?

* [lo oueHKam aHA/IMTUKOB:
* Gartner — 75% NpOHUKHOBEHWI BbI3BaHbl gedpektamu 10
* NIST —-92% yazsumocTen Haxoaatca B 10
* RSA 2013 —86% ycnewHbiX NPOHMKHOBEHWIN OCYLLLECTBIAIOTCA Ha
NPUKNAAHOM YPOBHE
* Cenzic—99% Beb-npUNOKEHNIN ABNAIOTCA YA3IBUMbIMMU
* [pu atom, 90% 3aTpat Ha 6€30NacCHOCTb OTHOCATCA K 3aLuTe
nepumeTtpa
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Owunb6KM 1 yassmmocTu B O - SKOHOMUYECKNI acneKT

* IBM/Rational:
 80% 3aTpaT Ha pa3paboTKy NPUXOANTCA Ha BbIABNEHUE U
ncnpasneHne nedeKTos;
* Jtanbl (aaHHble 2008 roga):
* OnpegeneHune TpebosaHun — S80/nedeKrT;
* [lpoeKTupoBaHue - $240/pedeKT;
* QA-5960/pedekKr;
* Bbinyck npoaykrta - S7600/aedekT;
* Forrester:
e 1X-5X-10X-15X-30X
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Korna?

HYem paHblle, Tem nydlie:

85% = % Defects
introduced in
this phase

Percentage % Defects

of Bugs found in
this phase

m—— $ Cost to
repair defect
in this phase

Coding Unit Function System After
Test Test Test Release
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HP Fortify:

AHanns MO — npegnaraemble nogxoab!

 CTaTUYeCcKUM aHanmn3 Koaa;
* BctpauBaHune B SDLC

Defensics:

e ®a33uHr (fuzzing) — TectMpoBaHmMe Ha ocHoBe

BBOAda HEBEPHDbIX AadHHbIX
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CTaTM4YeCKMIM aHaM3 KoAa - apXUTEKTypa
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AWSB - KaK 3TO BbIrnAAUT?

&Y portecle - DImportKeyPair.java - Audit Workbench 1Ol x|

File Edit Tools Options Help

Summary | AuditGuide | Scan | Reports AUDIT WORKBENCH

Filter Set: ISecurity Auditor View 'I - My Issues
Critical (2) |
Group By: ICahegory 'I

=-{_] Password Management: Hardcoded Password - [0/ 1]
. “~ml DImportkeyPair.java:392 (Password Management
{7 Path Manipulation - [0 f 1]

Functions

B Project Summary DImportkeyPair.java 23

379 fr*

38 * Import button pressed by user. Store the selected key pair's priva
38 * dialog. Group by: |package ™
382 */

3830 Boverride V' Include external AP1 L
38 protected woid okPFressed() 2 javalang

323 { H java.lang.reflect

386 String sRlias = (String) m jltKeyPairs.get3electedValue(); m java.math

H} java.net

m java.nio

1 java.security

H} java.security.cert
 java.security.interface:

Shows:

&8 agsert shlias !'= null;

390 try
391 {
392 I m_privateKey = m pkcsl2.getBey(shlias, new char([] {}):
593 m_certificateChain = m pkcslZ.getCertificateChain(sAlias);
3949 m alias = sklias;

385 }

catch (KeyStoreException ex)

Screenshots | SecurityScop B 2 java.uti.regex
£ java.util.zip
H javax.crypto.interfaces

4 javax.crypto.spec

Summary | Details | Recommendations | History | Diagram | Correlated Issues

DimportKeyPair java: 392 (Password Management: Hardcodet

..... q{} DImportkeyPair.java:392 - getkey() | DimportKeyPair.okPressed | B javax.net
H 2 javax.net.ssl
{(#() getkey)) =) B javax.security.auth. x5

H} javax.swing
4 javax.swing.border

j B iavaw awinn suent
4

Rule TD: EE7D9335-8 1C3-4F0F-A760-3316D6F8B8F8 = |
getkey()
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CTaTu4ecKuit aHaAu3 Koaa — BCTpPanuBaHWeE B pa3paboTky
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Fuzzing

* YroaT0?
e TecTMpoBaHWE Ha OCHOBe BBOAA HEBEPHbIX AAHHbIX;
* [lpeumyuwecrsa:
*  MmuTtauma peanbHbIX yrpos;
* BbisneHue 0-day yazsumocrew;
* [lpoBepKa HageXHOCTU Nepes BBOAOM B MPOMBbILL/IEHHYIO

SKCMAYaTaupIo;

The system has recovered from a serious error.

A log of this error has been created.

Please tell Microsoft about this problem.

We have created an error report that you can send to help us improve
Microsoft Windows. We will treat this report as confidential and
anonymous.

To see what data this eror report contains, click here.

Send Ermor Report
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Defensics Codenomicon

Boabluoe KOANYECTBO NOAAEPHKUBAEMbBIX CETEBbIX MPOTOKO/10B
* bonee 200;
MoryT 6bITb paclWMpeHbI;

OcHOBa moayneun - mogenu:
* [laKeTbl TECTUPOBAHMUA OCHOBAHbI HA MOAENSAX NPOTOKO/IOB;
* ABTOMATUYECKOE CO34aHUe CUEHAPMUEB;

BbICTpOTa TECTUPOBAHMUA
e TbicAYM CUEHAPUEB B CEKYHAY;

ABTOMmaTtuyeckoe GopmMmmpoBaHMe OTYETOB
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